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1 Summary

1.1 Introduction

Accounting data validation products and services assist in the identification of errors, anomalies and suspicious transactions within accounting data.  The suitability of an accounting data validation product or service for each particular user will always be dependent upon that user's individual requirements.  These requirements should therefore always be fully considered before software is acquired.  The quality of the provider or developer of the product or service should also be considered at the outset.

1.2 A fundamentally, good accounting data validation product or service should:

· Be capable of supporting the accounting data validation functions for which it was 
designed.

· Provide facilities to ensure the completeness, accuracy, confidentiality and continued integrity of these functions.

· Be effectively supported and maintained. 

It is also desirable that a good accounting data validation product or service should:

· Be easy to learn, understand and operate.

· Make best practical use of available resources.

· Accommodate limited changes to reflect specific user requirements.

It is essential, when any product or service is implemented, for appropriate support and training to be available.

2 Approach to evaluation

2.1 Objective

To evaluate XX against a set of criteria developed by the ICAEW to ensure that the product/service meets the requirements of a good accounting data validation product or service, as laid down in the summary.


Different accounting data validation products or services may use differing delivery methods e.g. software installation or internet based service.  Certain aspects of the delivery method are referred to in this evaluation where it is relevant to security and continuity of processing but, for the avoidance of doubt, the evaluation is intended to cover the product or service not the means by which it is delivered nor the contractual arrangements between the product supplier or service provider.  

2.2 Approach and Work performed

In order to effectively evaluate XX, a product specialist from XX completed the detailed questionnaire and provided it to the evaluator to examine.  The evaluator then visited the XX office XX, and in conjunction with the operation of the various aspects of the software assisted by a member of XX’ technical staff checked the answers to confirm their validity.  The questions were individually reviewed and commented on and the majority of assessments were confirmed.


The evaluator discussed the assessments with a member of XX staff in order to clarify certain points.  In the event of disagreement between XX and the evaluator, the evaluator's decision was taken as final and the response changed accordingly.


XX was used throughout the evaluation.  The evaluation covered ………………….


When the evaluation had been completed, the responses were completed by the evaluator and a draft copy sent to the ICAEW for review before completion of the final report.

2.3 Software/hardware utilised
2.4 Report structure

The report has been broken down into its main constituents in the contents page.  The 
evaluation questionnaire was provided by the ICAEW and has been used without alteration 
or amendment.

3 Matters to consider before purchase

3.1 General overview

3.2 Supplier background

3.3 Product background and Suitability for user

3.4 Typical implementation
3.5 Software and hardware specifications

3.5.1 Development environment: 
3.5.2 Server platforms: 
3.5.3 Databases: 
3.5.4 Operating software: 

3.5.5 Browsers supported:

3.5.6 Minimum client PC specification: 
3.6 Software installation / service delivery and support
3.7 Partner network and related accreditation process
3.8 Limitations
4 Evaluation conclusion
Disclaimer

Any organisation considering the use of the XX should consider their requirements in the light of proposals from XX or its dealers and potential suppliers of other similarly specified products.  Whilst the contents of this document are presented in good faith, neither ICAEW nor [the evaluator] can accept liability for actions taken as a result of comments made herein.
5 Security & Continuity of Processing

	5.1 Are different levels of security provided to control access to the product/service?

	
	

	5.2 What forms of user authentication are supported e.g. user names, passwords certificates, tokens etc?

	
	

	5.3 Does the product/service allow for each user to have separate log on (user id)? If so, describe how this is achieved.

	
	

	5.4 Is each user required to have a unique user account (user ID)?

	
	

	5.5 What is the maximum number of users that can be set-up for any single implementation of the product/service?

	
	


	5.6 What is the maximum number of concurrent users for any single implementation of the product/service?

	
	

	5.7 Can different levels of access be specified for individual users?

	
	

	5.8 Is access to the product/service controlled by password?
	
	

	5.9 Is each user required to have a personal password?


	
	

	5.10 Are passwords encrypted? [i.e. Is it impossible for anyone to see other user’s passwords in the software] 

	
	

	5.11 Is it possible to set policies to enforce:

· Password complexity?

· Periodic password changes?

· Lockout after failed login attempts?


	
	


	5.12 Is it possible to allow or restrict access to specific functions to / from individual users?

	
	

	5.13 Can a report be produced detailing all current users and their authority levels and/or access rights?

	
	

	5.14 Can users be granted administrative rights over the system? 


	
	

	5.15 Where the product/service is provided by an ASP, what controls are provided to ensure the confidentiality of data in storage and during transmission? e.g. encryption


	
	

	5.16 Is the level of security (described with this section) appropriate for the expected nature & size of business using the product/service and the purpose of the product/service?

	
	


	5.17 What facilities are included with the product / service to ensure that data and system settings are backed up and can be recovered in emergency?


	
	

	5.18 Are back-ups performed by:

· An ASP
· A system administrator
· An end-user?

	
	

	5.19 Are backup procedures automatic?
	
	

	5.20 Is the user forced or prompted to back-up at certain intervals?
	
	

	5.21 Can the intervals be customised?
	
	

	5.22 Where the product/service is provided by an ASP:

i)   What are the implications of the Data Protection Act over information held by the ASP?

ii)   What precautions to prevent a disaster have been implemented?

iii)   Are security controls in place over 

· Premises?
· Systems?
· Server?
· Applications? 

· Data?
iv) What Business Continuity plans are in place?

v) 
How often are the Business Continuity plans tested?

vi)  
What is the proposed product/service availability percentage?

vii) 
Is the service available 24x7 or are there downtime periods for maintenance?

viii) Is a service level agreement offered regarding service availability?

ix) 
Is the customer made aware of maintenance periods in advance?
x)   What are the implications if the ASP ceases to exist? 

xi)   Is a system log maintained by the ASP that details user activity, error messages and security violations?

xii)  
Is this log available to the customer?

xiii) What is the maximum number of users that the product/service can handle at any one time?


	
	

	5.23 Does the product/service require the use of any technologies that may be considered as a security risk? E.g. ActiveX, JavaScript, Cookies.


If so, describe how the user can mitigate this risk.
	
	

	5.24 Where the product/service relies upon downloading and running an executable program, has that program been secured with a digital certificate to verify the source and integrity of the program?

	
	

	5.25 Are system messages clear? 

	
	

	5.26 Are user responses properly structured to ensure that erroneous input does not lead to inappropriate actions?
	
	

	5.27 Is there a system log which details:-

· Error messages? 

· Security violations?
· User access?

· User activity?

	
	

	5.28 What licensing / subscription options are available for using the software / service, e.g. perpetual licence, annual licence, annual subscription?

	
	

	5.29 What payment options are available for using the software / service?
	
	

	5.30 Where online subscription is used, are the forms used to set-up or renew a subscription clear and straightforward to use?

	
	

	5.31 Where online payment is used, what type of security is used to protect sensitive information?

	
	

	5.32 Where online subscription / payment is used, is an invoice provided to the customer and, if so, in what format?

	
	

	5.33 When subscriptions (if applicable) need to be renewed, what advance notice is provided and what is the time limit for renewal?  


	
	

	5.34 Is there a procedure for late renewal and is there a time limit after which subscriptions cannot be renewed?

	
	

	5.35 How soon after creating or renewing a subscription (if applicable) can the system / service be used?

	
	

	5.36 What notifications / confirmations are provided to the customer regarding subscriptions and payments?

	
	

	5.37 What are the procedures for handling dates? (e.g. 2 digit years, 4 digit years).

	
	

	5.37.1 In the case of two digits what is the break point for the century?

	
	

	5.37.2 Are dates handled consistently throughout the system?

	
	


6 Import / Upload of data
	6.1 Is data import / upload controlled by self-explanatory menu options?

	
	

	6.2 What validation checks does the system provide to ensure accuracy & completeness of data import / upload?

	
	

	6.3 What warnings are provided if data import / upload is unsuccessful?

	
	

	6.4 From which software packages does the product/service support import/upload of data?

Include details of version numbers and databases supported where applicable.


	
	

	6.5 For each software package supported, is data imported direct from the package’s database or from a file exported from the software package?

	
	


	6.6 Are there any potential problems with the software packages supported, e.g. specific modules used or bespoke customisation?

	
	

	6.7 Are there any limitations to the data that can be analysed from the supported software packages, e.g. modules, ledgers or records that cannot be analysed?

	
	

	6.8 Can data import / upload be aborted at any stage and what is the effect of this?

	
	

	6.9 If data import / upload is unsuccessful or is aborted, is it possible to return to the data import / upload function to start again?

	
	


	6.10 Once data import / upload has been completed, is it possible to perform this function again?
· Does this replace the original data?

· Is it possible to import / upload multiple versions of data?

· How are multiple data versions controlled?

· Is there any limit on the number of versions that can be imported / uploaded?
· If there is a limit on the number of imports/uploads is sufficient information provided regarding the numbers used / remaining.

	
	

	6.11 What reports are available to the user showing imports / uploads attempted and completed?
 
	
	

	6.12 Where a charge is made at the data import / upload stage, when does the charge apply and what is the effect of: 

· aborting an import / upload 
· an unsuccessful import / upload.

	
	


7 Data Processing & Analysis
	7.1 Is processing and analysis functionality menu driven or otherwise easy to initiate?

	
	

	7.2 What is the typical processing time between completion of data import / upload before results are available?

	
	

	7.3 What variables will affect the processing time?

	
	

	7.4 Once processing has commenced can it be interrupted or aborted?

	
	

	7.5 What indication is provided to the user about the proportion of processing completed and the length of time remaining?

	
	

	7.6 What are the minimum and maximum periods over which data can be analysed?

	
	

	7.7 Can the period over which data is analysed be specified within the product or does the data have to be filtered prior to import / upload?
 
	
	

	7.8 What is the maximum value of transactions or balances that can be processed by the product/service?

	
	


	7.9 What options are available regarding sample sizes and sample selection criteria?
Are this user defined or set by the system?

	
	


	7.10 Specifically, does the product/service enable sampling using the following methods:

· Systematic?

· Random?

· Statistical?

· Numerical

· Monetary unit?

· Cumulative monetary amount?

	
	

	7.11 Does the product/service provide trend analysis and if so, what statistical methods are used?

	
	

	7.12 In analysing trends, does the product/service examine account balances or individual transactions?

	
	

	7.13 Will the product/service analyse average trends over a period?
	
	

	7.14 Will the product/service analyse trends in account balance movements?

	
	

	7.15 Does the product/service enable identification of peaks and troughs? If so, describe how this is achieved.


	
	


	7.16 Does the product/service perform trend analysis of all accounts? If so, describe how this is achieved.

	
	

	7.17 What options are available to the user for specifying the trend analysis to be performed?

	
	

	7.18 Does the product/service facilitate identification of inconsistent accounting practices?  If so, describe how this is achieved.

	
	

	7.19 What types of accounting anomalies does the product/service identify?
 
	
	

	7.20 Does the product/service facilitate analysis of compliance with Generally Accepted Accounting Principles?  If so, describe how this is achieved.

	
	


	7.21 Does the product/service analyse the consistency of account balances? If so, describe how this is achieved.

	
	

	7.22 Does the product/service analyse all transactions and accounts for inconsistent or inappropriate accounting treatment? If so, describe how this is achieved.


	
	

	7.23 What options are available to the user regarding the analysis of accounting rules?

	
	

	7.24 Does the product/service facilitate identification of exceptional transactions?  If so, describe how this is achieved.

	
	

	7.25 Does the product/service analyse all transactions for exceptional items? If so, describe how this is achieved.

	
	


	7.26 What options are available to the user regarding the identification of exceptional transactions, e.g. specifying parameters?

	
	

	7.27 Does the product/service facilitate identification of unusual data?  If so, describe how this is achieved.

	
	

	7.28 Does the product/service analyse all data fields for unusual items? If so, describe how this is achieved.


	
	

	7.29 What options are available to the user regarding the identification of unusual data, e.g. specifying parameters and/or tolerances?

	
	

	7.30 Does the product/service provide variance analysis comparing data for more than one period?  If so, is the carried out at account level or on financial statements?

	
	

	7.31 What is the maximum number of periods that can be compared for analysis of variances?

	
	


	7.32 What statistical analysis of variances is provided?

	
	

	7.33 What options are available to the user regarding analysis of variances?

	
	

	7.34 Does the product/service provide variance analysis comparing data for more than one period? If so, describe how this is achieved.


	
	

	7.35 Does the product/service provide a ratio analysis of financial statements?  If so describe the nature and extent of the ratio analysis that is available.

	
	

	7.36 Can ratios be compared over more than one period and if so, what is the maximum number of periods than can be compared?

	
	

	7.37 What options are available to the user regarding ratios analysed and can these be user-specified?

	
	

	7.38 Does the product/service facilitate searching data for user-specified text and are all fields searched? If so, describe how this is achieved.


	
	


	7.39 Does the product/service facilitate the identification of missing data?  If so, describe how this is achieved.

	
	

	7.40 Does the product/service facilitate the identification of manipulated data?  If so, describe how this is achieved.
	
	


8 Reports
	8.1 Are reporting functions menu driven or otherwise easy to initiate?

	
	

	8.2 Are reports generated in an acceptable time given their length and complexity?

	
	

	8.3 Are all reports adequately titled and dated? 

	
	

	8.4 Do reports detail the period covered?


	
	

	8.5 Do the reports provide totals where applicable?

	
	

	8.6 Is it clear when reports have ended?
  
	
	

	8.7 Can reports be saved in electronic format (as distinct from just printing)?

	
	

	8.8 Are such files adequately protected from deletion or amendment?

	
	

	8.9 Is an audit report of all reports produced available?

	
	

	8.10 Is this audit report protected from deletion or alteration?

	
	


	8.11 What level of knowledge is required to create reports?

	
	

	8.12 Can users define the parameters or selection criteria used for reports?

	
	

	8.13 Can report screen layouts and formats be easily adapted to users’ requirements?

	
	

	8.14 Can all reports be reproduced at any time?

	
	

	8.15 Is there any restriction on:

· The number of reports that can be produced?

· The number of times that any report can be produced?

· The time period during which any reports can be produced?

	
	

	8.16 If there are any restrictions on the number or period of availability of reports, is sufficient information provided regarding the number or time remaining?

	
	

	8.17 Is it possible to scroll up and down when reports are output to screen?

	
	

	8.18 Is it possible to print preview reports?

	
	

	8.19 Do reports provide a full record of results?

	
	


	8.20 Is it possible to filter and/or sort reports in order to concentrate on particular areas of interest?

	
	

	8.21 Are reports structured in such a way that more significant exceptions and alerts are highlighted?
 
	
	

	8.22 Where relevant, are positive & negative values easily distinguished?

	
	

	8.23 Where relevant, is a graphical view of results provided?

	
	

	8.24 Is it possible to drill down on reports:
· For more detail or explanation?

· To individual record or transaction level?
· To original system data?

	
	

	8.25 Is it possible to specify levels of materiality (both individual transactions & cumulative) below which exceptions are not reported?

	
	

	8.26 Is it possible to annotate reports or otherwise indicate what subsequent investigation or action has been taken?

	
	


9 User Documentation
	9.1 Is documentation provided in the form of:

· Hard copy reference manual?

· Downloadable reference manual?

· Quick start guide?

· On-screen help?

	
	

	9.2 Is the documentation clearly laid out and understandable?

	
	

	9.3 Is the documentation comprehensive and accurate?

	
	

	9.4 Is there an index to the documentation?

	
	

	9.5 Is it easy to locate specific topics in the documentation when required?

	
	

	9.6 Is it easy to follow through all procedures in the documentation?

	
	


	9.7 Does the documentation include:

· A tutorial section? 

· A guide to basic functions? 

· Pictures of screens? 

· Completed examples included in the manual? 

· FAQ’s & answers?

· Technical support procedures?

	
	

	9.8 Does the documentation clearly specify the actions to be taken by users at each important stage of using the product/service?

	
	

	9.9 Are context sensitive help screens available relating to the task in hand?

	
	

	9.10 Can help screens be edited or prepared by the user?
	
	


10 Support and maintenance

	10.1 How is the product/service sold:

· Direct from Software House?
· Via Value Added Reseller (VAR)?

· Either?

	
	

	10.2 How is the product/service supported:-

· Direct by Software House?

· By VAR?

· Either

	
	

	10.3 Is the product/service sold based upon the total number of users or the number of concurrent users?

	
	

	10.4 Do VARs have to go through an accreditation process?
If Yes please note the process.
If No please explain how organisations are chosen to be VAR?

	
	

	10.5 In the event of a dispute between Supplier and VAR how can the situation be resolved?

	
	

	10.6 Describe the types of support cover available.

	
	

	10.7 Please note all methods of support available :-
· Telephone.

· Modem link.

· Internet.

· Other – specify

	
	


	10.8 Please provide an indicative annual cost of cover.

	
	

	10.9 How are enhancements and bug fixes provided to customers?

	
	

	10.10 Are bug fixes free of charge? If so, for how long?

	
	


	10.11 How often are general software enhancements provided?  

	
	

	10.12 Is “hot line” support to assist with immediate problem solving available?

	
	

	10.13 If so, is there an additional cost involved?

	
	

	10.14 At what times will this support be available?

	
	

	10.15 Is training available:
· Direct from Software House?
· From a VAR?
	
	

	10.16 What is the typical amount of training required in order to be able to use the product/service?

	
	

	10.17 Is a warranty offered in respect of specification of the product/service?

	
	


[image: image1][image: image2][image: image3][image: image4][image: image5][image: image6][image: image7][image: image8]
© ICAEW Version 1007.00

