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1 Summary

1.1 Introduction


The suitability of company secretarial software for each particular user will always be dependent upon that user's individual requirements.  These requirements should therefore always be fully considered before software is acquired.  The quality of the software developers or suppliers should also be considered at the outset.

1.2 Fundamentally, company secretarial software should:

· With full functionality, be a computerised equivalent of a traditional paper based Combined Register

· Produce statutory forms required to be filed with Companies House
· Track due dates for filing of forms and accounts
· Enable online filing of forms 

It is also desirable that good company secretarial software should:

· Be easy to learn, understand and operate.

· Make best practical use of available resources.

· Accommodate limited changes to reflect specific user requirements.

It is essential, when software is implemented, for appropriate support and training to be available.

2 Approach to evaluation

2.1 Objective

To evaluate [X Software version Y] against a set of criteria developed by the ICAEW to ensure that the software meets the requirements of company secretarial software, as laid down in the summary.

2.2 Approach and Work performed
In order to effectively evaluate [X Software version Y], a product specialist from the [Software house] completed the detailed questionnaire and provided it to the evaluator to examine.  The evaluator then visited the [Software house] office in [       ] and in conjunction with the operation of the various aspects of the software assisted by a member of [Software house’s] technical staff checked the answers to confirm their validity.  The questions were individually reviewed and commented on and the majority of assessments were confirmed.


The evaluator discussed the assessments with a member of [Software house] staff in order to clarify certain points.  In the event of disagreement between [Software house] and the evaluator, the evaluator's decision was taken as final and the response changed accordingly.

[X Software version Y], was used throughout the evaluation.  The evaluation covered .........................................................


When the evaluation had been completed, the responses were completed by the evaluator and a draft copy sent to the ICAEW for review before completion of the final report.



Note: All references in this document are to the “New” form numbers applicable from 1st October 2009 as a result of the implementation of the Companies Act 2006.  

2.3 Software/hardware utilised
2.4 Report structure
The report has been broken down into its main constituents in the contents page.  The evaluation questionnaire was provided by the ICAEW and has been used without alteration or amendment.

3 Matters to consider before purchase

3.1 General overview

3.2 Supplier background

3.3 Product background and Suitability for user

3.4 Typical implementation and target market


3.5 Vertical applications

3.6 Software and hardware specifications

3.6.1 Development environment

3.6.2 Server platforms

3.6.3 Databases  

3.6.4 Operating software

3.6.5 Protocols

3.6.6 Minimum client PC specification

3.6.7 Support and maintenance 

3.7 Software installation and support

3.8 Partner network and related accreditation process
3.9 Highlighted issues 
4 Evaluation conclusion
Disclaimer

Any organisation considering the purchase of [X Software version Y] should consider their requirements in the light of proposals from [Software house] or its resellers and potential suppliers of other similarly specified products.  Whilst the contents of this document are presented in good faith, neither ICAEW nor [the Evaluator] can accept any liability for actions taken as a result of comments made herein.

5 Security and continuity of processing


	5.1 
	What security features are included to control access to the application?
	
	

	
	
	
	

	5.2 
	Can access to application functions be managed so users can only see (in menus and other links) and access those functions they are authorised to access?
	
	

	
	
	
	

	5.3 
	Is this access to the application managed by:-

i) Individual user profiles?

ii) User groups based on their job roles?
	
	

	
	
	
	

	5.4 
	If menus can be tailored would this override the application access control?
	
	

	
	
	
	

	5.5 
	Passwords

Is access to the software controlled by password? 
	
	

	
	
	
	

	5.6 
	Please state the basis of control available (e.g., role based etc).
	
	

	
	
	
	

	5.7 
	Are single user systems access controlled by password? 
	
	

	
	
	
	

	5.8 
	Does the software allow for each user to have separate log on (user ids)? 

If No:-

i) How does the software track user activity?
	
	

	
	
	
	

	5.9 
	Is each user required to have a personal password? 
	
	

	
	
	
	

	5.10 
	Are passwords one-way encrypted? [i.e. Is it impossible for anyone, including the system administrator to see other user’s passwords in the software?] 
	
	

	
	
	
	

	5.11 
	Are passwords masked when entered by any user logging in?
	
	

	
	
	
	

	5.12 
	Is password complexity available at application level? 

If Yes:-

i) Please specify [e.g.  Number of digits, requirement for special characters, numeric, upper/lower case etc.]
	
	

	
	
	
	

	5.13 
	Is there a facility to enforce password changes after a chosen period of time?
	
	

	
	
	
	

	5.14 
	Is there a facility to specify a minimum age for passwords (e.g. 1 day)?
	
	

	
	
	
	

	5.15 
	How many previous passwords are retained by the system to limit users recycling passwords (e.g. 24 or 32)?
	
	

	
	
	
	

	5.16 
	Please state how security allows for access to be specified 
            separately for :-

i) Read?

ii) Read and write?

iii) Delete and amend?
	
	

	
	
	
	

	5.17 
	Are any data files imported by users validated by the application software before main data files are updated?
	
	

	
	
	
	

	5.18 
	Does the software require higher or specific levels of user access for changes to sensitive data?

E.g. Can security settings be configured so that only authorised users can:

i) Commit a pending update to the database?

ii) Electronically file documents with Companies House?

iii) Delete information?
iv) Create a new record?
	
	

	
	
	
	

	5.19 
	Please specify the specific security procedures (by passwords or warnings) over the:- 

i) Update of records 

ii) Deletion of records
	
	

	
	
	
	

	5.20 
	Can a report be produced detailing all current users, via user groups if relevant, and their authority levels and/or access rights?
	
	

	
	
	
	

	5.21 
	If data can be accessed by separate reporting facilities, such as ODBC or separate report writer, is the user access security control applied?

If No:-

Please explain any other protection in place to prevent unauthorised access to data with such facilities.
	
	

	
	
	
	

	5.22 
	Audit trail 

i) Does the software have a detailed audit trail? 

ii) Is it impossible to turn off, amend or delete the audit trail? 

iii) Does the software allocate a system generated sequential unique reference number to each transaction input? 

iv) Is this stamped with a user id?

v) Are all master file changes recorded in the audit trail?

vi) Are all standing data changes recorded in the audit trail?


	
	

	
	
	
	

	5.23 
	Is the level of security (described with this section) appropriate for the expected size of business using the software?
	
	

	
	
	
	

	5.24 
	Is there a clear indication in the software or manuals as to how the data is:-

i) Backed-up?

ii) Recovered?
	
	

	
	
	
	

	5.25 
	Back ups. How are back ups provided:-

i) Within the software   application or within the operating software? 

ii) Are backup procedures automatic?

iii) Is the user forced or prompted to back-up at certain intervals? 

iv) Can the intervals be customised?
	
	

	
	
	
	

	5.26 
	Recovery

Please state how the software facilitates recovery procedures in the event of software failure?  Do the recovery procedures work?


	
	

	5.27 
	What features are available within the software to help track down processing problems?


	
	

	
	
	
	

	5.28 
	Are software messages clear? 


	
	

	
	
	
	

	5.29 
	Are user responses properly structured to ensure that erroneous key strikes do not lead to inappropriate actions?


	
	

	
	
	
	

	5.30 
	Is there a software log which details:-

i) Error messages?

ii) Security violations?

iii) 
	
	

	
	
	
	

	5.31 
	What are the procedures for handling dates? (E.g. 2 digit years, 4 digit years).

i) In the case of two digits what is the break point for the century?

ii) Are dates handled consistently throughout the software?


	
	

	
	
	
	

	5.32 
	Are there any optional modules that may be required when purchasing the product?


	
	


6 Input of transactions
	6.1 
	Is data input controlled by self-explanatory menu options?

Can input be:

i) Manual;

ii) Automated input from other systems (specify).

iii) Imported from a link to  the Companies House data


	
	

	
	
	
	

	6.2 
	i) Does the system prevent a company from being deleted while it is still active?

ii) Are there other constraints over the deletion of a company?


	
	

	
	
	
	

	6.3 
	Does the system provide input validation checks such as company number validation, by displaying information such as company name; are there completeness and format checks?


	
	

	
	
	
	

	6.4 
	Does the system enable the user to look up reference information whilst making an entry?


	
	

	
	
	
	

	6.5 
	Does the system enable the user to amend input before confirming the transactions?


	
	

	
	
	
	

	6.6 
	What are the control features which ensure compliance with the Articles of Association and/or Companies Act 2006?


	
	

	
	
	
	

	6.7 
	Does the system allow a transaction to be abandoned?


	
	

	
	
	
	

	6.8 
	Are input errors highlighted?  Are they:-
i) Rejected and reported on screen?
ii) Rejected and error reports generated?


	
	

	
	
	
	

	6.9 
	Is there control over the creation of new companies?


	
	


7 File maintenance
	7.1 
	Is the creation or amendment of standing data (e.g. appointment of new directors, creation of new share classes) controlled by menu options?


	
	

	
	
	
	

	7.2 
	Does the system clearly identify the company being worked on?


	
	

	
	
	
	

	7.3 
	Does the system provide input validation checks? (eg not accepting the date of appointment of director if it is before the date of incorporation).


	
	

	
	
	
	

	7.4 
	What is the length and scope of reference fields?


	
	

	
	
	
	

	7.5 
	Are reports of all master file changes automatically generated?

Can reports be invoked which identify the fields which have been modified?

Would it be possible to show that these reports provide a complete record of all such changes?

Do the reports show how the fields have been modified? (eg before and after).


	
	

	
	
	
	

	7.6 
	How is the archiving of transactions/companies handled?


	
	


8 Processing
	8.1 
	Does the system ensure that menu options or programs are executed in the correct sequence?

	
	

	
	
	
	

	8.2 
	Are wizards available to perform routine transactions?
Do these cover:-

i) Appointing directors?
ii) Increasing or issuing shares

iii) Declaring dividend?

iv) Producing annual returns?


	
	

	
	
	
	

	8.3 
	Are all changes to transactions which have updated the registers/records recorded in the audit trail?


	
	

	
	
	
	

	8.4 
	Does the system include routines for recovery from abnormal termination (e.g. power cuts)?

If Yes:-
i) Are these automated?

ii) Do they rollback to the last completed transaction?


	
	

	
	
	
	

	8.5 
	How are deleted records handled by the system?


	
	


9 Performance of company secretarial functions - forms and functionality
	9.1 
	Does the software provide statutory notification forms and changes to the registers for the following transactions (Companies House forms):-

i) incorporation of a new company (form IN01)

ii) appointment of director /secretary (forms AP01, AP02, AP03, AP04)

iii) resignation of director /secretary (forms TM01, TM02, TM03, TM04)

iv) change of details of director / secretary (forms CH01, CH02, CH03, CH04)

v) location of directors service contracts (form AD02)

vi) allotment of shares (form SH01)

vii) location of register of debenture holders (old)/ notification of single alternative inspection location (SAIL)/change records to/from SAIL (forms AD02, AD03, AD04)

viii) transfer of shares (form J30)

ix) change in company name (form NM01)

x) annual return (form AR03)

xi) change in registered office (form AD01)

xii) change in accounting reference date (form AA01)

xiii) purchase of own shares (form G169)

xiv) consolidation/subdivision of shares (form SH02)

xv) dormant accounts (form AA02)


	
	

	
	
	
	

	9.2 
	Does the software produce the following forms:-

i) Share certificates?
ii) Certificates of membership for companies limited by guarantee?
iii) Dividend vouchers?
iv) Minutes of meetings – AGM?

v) Minutes of meetings – directors meetings?

vi) CT41G – new company form for HMRC?
vii) Stock transfer forms?


	
	

	
	
	
	

	9.3 
	Will the system automatically produce the correct forms, minutes and resolutions for each entity based on the jurisdiction that it belongs to?

If so how many jurisdictions are supported?


	
	

	
	
	
	

	9.4 
	How does the system handle the requirement to produce a "Statement of Capital" as part of an Annual Return and also a Return of Allotment of Shares which includes a section for either "Voting Rights" or "Prescribed Particulars of rights attached to Shares?
	
	

	
	
	
	

	9.5 
	Can you form a company from within the software?


	
	

	
	
	
	

	9.6 
	Are blank forms available?


	
	

	
	
	
	

	9.7 
	Can forms be completed for companies not in the database?


	
	

	
	
	
	

	9.8 
	Changes to company details be marked:

i) As pending so that all the relevant paperwork be produced for checking before the change is committed?

ii) Update immediately?


	
	

	
	
	
	

	9.9 
	Can the software support groups of companies?


	
	

	
	
	
	

	9.10 
	Can user-defined group charts be produced from corporate entity data and viewed graphically within the system?
	
	

	
	
	
	

	9.11 
	How many years’ data does the system hold?


	
	

	
	
	
	

	9.12 
	i) Is it possible to enter future transactions or previous period transactions?

ii) If the system allows entry to previous or future periods does it:

a. Flag to the user that this is occurring?

b. Revise subsequent periods accordingly?

c. Report these transactions separately.
	
	

	
	
	
	

	9.13 
	What complementary clerical procedures (to be imposed and effectively monitored by management) are recommended by the software supplier?


	
	

	
	
	
	

	9.14 
	Can filing of documents be done electronically?

i) As a PDF?

ii) eFiling?

iii) As XML?


	
	

	
	
	
	

	9.15 
	Does the system link to the Companies House eFiling module?


	
	

	
	
	
	

	9.16 
	How does the system handle obtaining authority from the client to electronically file forms at Companies House?

Is this an electronic or manual process?
	
	

	9.17 
	Where documents are eFiled with Companies House is there a report which clearly shows the documents:-

i) Not yet submitted?

ii) Submitted but awaiting a response from Companies House?

iii) Rejected?

iv) Rejected- resolved?

v) Accepted?
	
	

	
	
	
	

	9.18 
	Is there an option for putting in a carried forward balance of shares in the registers?


	
	

	
	
	
	

	9.19 
	Can the software interrogate the live data held at Companies House?

If Yes:

i) Can the software be updated with Companies House data? 

ii) Are differences between the Companies House data and the software highlighted? 


	
	

	
	
	
	

	9.20 
	Can the software be synchronised with the Companies House data?

If Yes 

i) Is this on a company by company basis or can it be done globally for all companies in the software?


	
	

	
	
	
	

	9.21 
	Does the system allow for bulk checking of selected companies' data with Companies House by downloading historical documents and comparing filing deadlines, company name, registered office and trading activities to local records?
i) Can these documents be filed in the system as PDFs?


	
	

	
	
	
	

	9.22 
	Compliance diary
i) Can the system diarise key company events such as annual return and accounts filing dates?

ii) Can automatic email notifications be set up to inform users of the compliance dates for each company?

iii) Can users diarise their own compliance dates?
	
	

	
	
	
	

	9.23 
	Is the software multi lingual?
	
	


10 Reports 

	10.1 
	Does the software provide for tailoring of supplied proforma’s for ‘house style’?


	
	

	
	
	
	

	10.2 
	Are all reports adequately titled and dated?


	
	

	
	
	
	

	10.3 
	Is it clear when the report has ended?


	
	

	
	
	
	

	10.4 
	Can reports be temporarily retained on computer files to optimise machine time usage?  
Are such files adequately protected from deletion or amendment?


	
	

	
	
	
	

	10.5 
	Is a report generator provided as part of the software or as an option associated with it?


	
	

	
	
	
	

	10.6 
	Can screen layouts, reports and transaction formats be easily adapted to users' requirements?


	
	

	
	
	
	

	10.7 
	Can the report generating facility make use of user-defined fields (including external fields)?


	
	

	
	
	
	

	10.8 
	Is the report/schedule generator:

i) Interactive?

ii) Menu based?

iii) Wizard based?


	
	

	
	
	
	

	10.9 
	Can a hard copy be produced of all screen enquiries?


	
	

	
	
	
	

	10.10 
	Are full records of all transactions generated?  Are these sufficient to trace all transactions fully through the system?


	
	

	
	
	
	

	10.11 
	Can all reports be reproduced after the period end?


	
	

	
	
	
	

	10.12 
	Are reports of all master file [standing data, and report proformas] changes automatically generated or stored for later printing?


	
	

	
	
	
	

	10.13 
	Can full lists of master file information be produced?


	
	

	
	
	
	

	10.14 
	Do standard reporting options give sufficient flexibility to tailor individual reports?  
Do these reporting facilities permit reporting by critical filing dates?


	
	

	
	
	
	

	10.15 
	Can the reporting function make use of external datafiles?
	
	

	
	
	
	

	10.16 
	Does the report generator have the facility to scroll up and down when output to screen?


	
	

	
	
	
	

	10.17 
	Is the screen output the same as would be printed? (Print preview)?
	
	

	
	
	
	

	10.18 
	Can documents be edited before they are printed?


	
	

	
	
	
	

	10.19 
	Can the registers be printed with extra lines for manual use?


	
	

	
	
	
	

	10.20 
	Can you view/report on all unconfirmed transactions?
	
	

	
	
	
	

	10.21 
	Specific reports:- Can the system produce for management purposes a list of:-

i) All returns due for filing by a certain date but not yet filed?
ii) All accounts due to be filed by a certain date with Companies House but not yet filed? 

iii) List of companies on the register that are trading or other e.g. dormant, shell company etc?
	
	

	
	
	
	

	10.22 
	Can all the details regarding entities such as directors, boards, ownerships, shareholders be recorded and reported on?
	
	

	
	
	
	


11 Compliance with legislation
	11.1 
	Does the standard system produce reports/registers to comply with legislation?

	
	

	
	
	
	

	11.2 
	Can the software be updated to comply with new legislation?


	
	

	
	
	
	

	11.3 
	Does the supplier agree to supply such updates? What is the cost, if any?


	
	

	
	
	
	

	11.4 
	i) Is the user able to change the layout of the report and/or wording if required?

ii) How difficult is it to change the layout?

iii) Would changes to layouts (to house style) impact future upgrades from the supplier?


	
	

	
	
	
	

	11.5 
	Is access to the above be restricted by the use of passwords?


	
	


12 User documentation
	12.1 
	Is the manual clearly laid out and understandable?


	
	

	
	
	
	

	12.2 
	Is the manual comprehensive and accurate?


	
	

	
	
	
	

	12.3 
	Is there an index to the manual?


	
	

	
	
	
	

	12.4 
	Is it easy to locate specific topics in the manual when required?


	
	

	
	
	
	

	12.5 
	Is it easy to follow through all procedures in the manual?


	
	

	
	
	
	

	12.6 
	Does the manual include:

i) A tutorial section?

ii) A guide to basic functions?

iii) Pictures of screens?


	
	

	12.7 
	Are completed examples included in the manual?


	
	

	
	
	
	

	12.8 
	Are help screens available relating to the task in hand? (Context sensitive help).  

i) Do they provide on-line instructions on how to use particular features of the software?  

ii) Can they be edited or prepared by the user?


	
	

	
	
	
	

	12.9 
	Does the documentation clearly specify the actions to be taken by users at each important stage of processing?


	
	

	
	
	
	

	12.10 
	Will the software supplier provide regular updates of documentation in the event of modifications or revisions?


	
	

	
	
	
	

	12.11 
	Will the software supplier make the detailed program documentation (eg file definitions for third party links) available to the user, either directly or by deposit with a third party?
	
	


13 Efficiency
	13.1 
	Can the software be used by more than one user at the same time?


	
	

	
	
	
	

	13.2 
	Are the various functions of the system menu-driven, or otherwise easy to initiate?  Is there a good response time in the initiation of functions?


	
	

	
	
	
	

	13.3 
	Is data entry easily repeated if similar to previous entry?


	
	

	
	
	
	

	13.4 
	Is there a good response time:

i) In processing data input?

ii) In producing requisite reports?

iii) In updating files?

iv) In producing back-up files?

v) In deleting redundant information from files?


	
	

	
	
	
	

	13.5 
	Does the system prevent access to a record while it is being updated?  Is the locking at file (eg company) or record (eg register) level?


	
	

	
	
	
	

	13.6 
	Does the system retain a log of file updates until the next occasion on which the relevant information is reported or the relevant file used in a regular control procedure?


	
	

	
	
	
	

	13.7 
	Can regular reports be easily duplicated if required?
	
	


14 Integration facilities

	14.1 
	i) Are the different processes (e.g. data input, form production and minutes) integrated?  
ii) Are they integrated on real time basis or batch basis?


	
	

	
	
	
	

	14.2 
	Is the register updating process satisfactorily controlled by production of update reports?


	
	

	
	
	
	

	14.3 
	Does the software run under an operating system which is a commonly accepted standard?


	
	

	
	
	
	

	14.4 
	Can more than one system function be performed concurrently?


	
	

	
	
	
	

	14.5 
	Does the system interface with the XML Gateway so that relevant documents and information is downloaded directly into the database?
	
	

	
	
	
	

	14.6 
	Does the software link to company formation software so that the company information can be imported into the system automatically?
	
	

	
	
	
	

	14.7 
	Can the system import complete statutory books?
	
	

	
	
	
	

	14.8 
	Does the system link to government statutory forms and guides?

i) Can these forms be saved within the system?
	
	

	
	
	
	

	14.9 
	Can the software be linked to other packages? E.g. MS Word or Excel?
	
	

	
	
	
	

	14.10 
	In what format can data be downloaded?
	
	

	
	
	
	

	14.11 
	Does the system have an integrated document management system or integrate with an external system?

i) Can documents attached to entities? 

ii) Can documents be linked to key dates for automatic email notification?

	
	


15 Support and maintenance
	15.1 
	Will the supplier or dealer provide corrections to the programs?  Are bug fixes free of charge - for how long?


	
	

	
	
	
	

	15.2 
	Will the supplier or software house provide general enhancements to the programs?  Will these be provided automatically?  Will they be given free of charge?


	
	

	
	
	
	

	15.3 
	Is the cost of essential updates to the software (i.e. required as a result of legislative changes) made clear?


	
	

	
	
	
	

	15.4 
	i) Will the supplier ensure that files prepared under previous versions of the software will be compatible with all later versions?

ii) If not, will the supplier provide a conversion process?


	
	

	
	
	
	

	15.5 
	Training - what level of training is required?  Is this based on standard courses or can it be tailored for specific users?


	
	

	
	
	
	

	15.6 
	Will the supplier or dealer provide "hot line" support to assist with immediate problem solving?  If so, at what cost?  At what times will this support be available?


	
	

	
	
	
	

	15.7 
	Is there nation-wide support:

i) Telephone

ii) Modem link/Internet
iii) Local dealers/support


	
	

	
	
	
	

	15.8 
	Is a warranty offered in respect of specification of the system?


	
	

	
	
	
	

	15.9 
	Will the software supplier make the program source code available to the user, either directly or by deposit with a third party (Escrow)?


	
	

	
	
	
	

	15.10 
	Are there no unduly restrictive conditions in the licence for the software?


	
	

	
	
	
	

	15.11 
	Would the software house be prepared to accept the Institute of Purchasing and Supply model contract?


	
	



16 Security and continuity of processing - SaaS
	16.1 
	Are different levels of security provided to control access to the product/service?
	
	

	
	
	
	

	16.2 
	What forms of user authentication are supported e.g. user names, passwords certificates, tokens etc?
	
	

	
	
	
	

	16.3 
	What is the proposed product/service availability percentage?
	
	

	
	
	
	

	16.4 
	Is the service available 24x7 or are there downtime periods for maintenance?
	
	

	
	
	
	

	16.5 
	Is a service level agreement offered regarding service availability?
	
	

	
	
	
	

	16.6 
	Is the customer made aware of maintenance periods in advance?
	
	

	
	
	
	

	16.7 
	Does the product/service require the use of any technologies that may be considered as a security risk? E.g. ActiveX, JavaScript, Cookies.


If so, describe how the user can mitigate this risk.
	
	

	
	
	
	

	16.8 
	Where the product/service relies upon downloading and running an executable program, has that program been secured with a digital certificate to verify the source and integrity of the program?
	
	

	
	
	
	

	16.9 
	Is data for different customers/companies kept:-

16.9.1 On separate servers?

16.9.2 In different databases?

16.9.3 In separate database tables?

16.9.4 In a database with data for other customers and companies using identification codes with each record?


	
	

	
	
	
	

	16.10 
	How is it ensured that data for different customers and companies is reliably identifiable and only accessed by authorised users for each customer/company?
	
	

	
	
	
	

	16.11 
	Are there any situations where users from one customer/company can work with data from another customer/company?
	
	

	
	
	
	

	16.12 
	What are the implications of the Data Protection Act over information held by the service provider?
	
	

	
	
	
	

	16.13 
	Does the application software:- 

16.13.1 Require any client software to be installed on the user’s computer?

16.13.2 Work entirely within Internet Browser software on the user’s computer?
	
	

	
	
	
	

	16.14 
	Are communications between the user’s computer and the software service encrypted:-

16.14.1 User log in data only?


16.14.2 All data exchanged between user client and software service?
	
	

	
	
	
	

	16.15 
	What security steps are taken to prevent and detect intrusion attempts?

16.15.1 Is firewall hardware and software used to protect the live systems from unauthorised access?

16.15.2 Which monitoring software is used to create alerts when intrusion attempts are suspected?

16.15.3 Are designated staff responsible for receiving and urgently responding to these alerts?

16.15.4 Have clear procedures been established for identifying and responding to security incidents?

16.15.5 Is all security sensitive software, such as operating systems and databases, kept up to date with the latest software patches?  Please indicate how regularly updates are applied.

16.15.6 List procedures and software tools in place to prevent or detect and eliminate interference from malicious code, such as viruses?
	
	

	
	
	
	

	16.16 
	Is a system log maintained by the service provider that details 

16.16.1 User access

16.16.2 User activity

16.16.3 Error messages

16.16.4 Security violations?
	
	

	
	
	
	

	16.17 
	Is this log available to the customer?
	
	

	
	
	
	

	16.18 
	Have been any successful unauthorised access attempts been made during the last year?

If Yes:-

16.18.1 What was the effect on the business and users?

16.18.2 What steps are in place to prevent this happening in future?
	
	

	
	
	
	

	16.19 
	Is penetration testing regularly carried out by (please indicate frequency of tests):-

16.19.1 Staff specialising in this field?

16.19.2 External specialists?

16.19.3 Are procedures in place to ensure that any weaknesses found by penetration testing are addressed quickly?

16.19.4 If penetration testing by a specialist is not performed regularly, please indicate the main procedures in place to identify weaknesses?


	
	

	
	
	
	

	16.20 
	Are security procedures regularly reviewed? Please indicate frequency of reviews.


	
	

	
	
	
	

	16.21 
	Are users automatically logged off after a preset time not using the system?

16.21.1 Can the time period be changed?

16.21.2 Can any information be viewed without being logged in, including after logging off, if so what information?
	
	

	
	
	
	

	16.22 
	Data validation

16.22.1 To what extent is data input by users validated by scripts or routines in the browser, or other client software, before transmission to the server?

16.22.2 To what extent is data input by users validated by routines running on the server before data files are updated?

16.22.3 Does the above validation ensure that data entered in all input boxes:

· Cannot be longer than a maximum length?

· Cannot contain unaccepted characters such as semi-colons etc?

16.22.4 Are any data files, such as budgets or price updates, imported by users validated by routines running on the server before main data files are updated?
	
	

	
	
	
	

	16.23 
	Are system messages clear? 
	
	

	16.24 
	Are user responses properly structured to ensure that erroneous input does not lead to inappropriate actions?
	
	

	
	
	
	

	16.25 
	Are all data entries or file insertions and updates controlled to ensure that should part of a data entry fail the whole transaction fails?

16.25.1 Are alerts sent to technical support staff when incidents occur to enable data update problems to be investigated and resolved?

16.25.2 Are messages provided to users clearly explaining whether the data entry or file upload has been processed successfully or not?
	
	

	
	
	
	

	16.26 
	Explain the procedures in place to ensure the security of customer data held by the service provider, in particular:-

16.26.1 Procedures to prevent unauthorised access from staff, or contractors, working for the service provider or any other people with access to the service provider’s internal systems?

16.26.2 Is there sufficient segregation of duties preventing system developers from accessing and changing live applications and data files?

16.26.3 Are there sufficient review and approval procedures covering system operations staff when emergency changes need to be made to live applications and data?

16.26.4 Is an audit trail always maintained of these emergency changes?

16.26.5 What procedures are in place when members of staff leave to ensure that their system access is stopped? 
	
	

	
	
	
	

	16.27 
	What are the physical controls over the:-

16.27.1 Premises?

16.27.2 Fileservers?

16.27.3 Communications equipment? 
	
	

	
	
	
	

	16.28 
	Is Internet communication traffic monitored to identify potential problems before they happen?
	
	

	
	
	
	

	16.29 
	What procedures are in place to prevent a break in Internet Connection (at the server, client or in between) from causing data corruption?
	
	

	
	
	
	

	16.30 
	Is there a clear indication in the software or accompanying documentation of the extent to which the customer or the service provider is responsible for backups and recovery?
	
	

	
	
	
	

	16.31 
	Backups by service provider

Explain the backup procedures applied by the service provider including:

16.31.1 Are backup procedures automatic?

16.31.2 What is backed up and how frequently?

16.31.3 The backup media used for the main backups?

16.31.4 Are backups kept for a sufficient time in case problems, such as data corruption, are not identified until a while later?  Please indicate how long backups are kept before they are overwritten.

16.31.5 Where backups are located and whether there are always at least two up to date backups stored at a different location to the service provider’s main server location?

16.31.6 How frequently backups are tested?
	
	

	
	
	
	

	16.32 
	Backups by users

16.32.1 Is it possible for users to download a backup of their own data?

16.32.2 If so, is the downloaded data in a format which can be viewed with relative ease in other software such as PC based spreadsheets or databases? 

16.32.3 Is the user forced or prompted to backup at certain intervals?

16.32.4 Can the intervals be customised?

16.32.5 If sole responsibility for backups rests with users, explain the system, documentation and training support available to ensure that adequate backups are taken and can be used for recovery.

16.32.6 Are there facilities to test recovery with user managed backups?


	
	

	
	
	
	

	16.33 
	Are contingency plans in place to enable a quick recovery from:-

16.33.1 Database or application software corruption?

16.33.2 Hardware failure or theft?

16.33.3 Fire, flood and other disasters?

16.33.4 Communication failures?

16.33.5 How often are these plans tested?

16.33.6 What is the longest period of time envisaged that service may not be available?

16.33.7 Are contingency plans documented?

16.33.8 How often are these plans reviewed and updated? 

16.33.9 If transaction records are dated and time stamped are the times used local to the user or based on where the server is located?
	
	

	
	
	
	

	16.34 
	Application change management:-

16.34.1 Do application changes automatically apply to all customers and users?

16.34.2 Are users able to test beta versions of the application before new versions go into live use?

16.34.3 Are users given notice before application changes are applied to the live system?

16.34.4 Are there sufficient internal testing and approval procedures applied by the service provider before all application changes are put into live use?

16.34.5 Are users informed when they next login of the application changes that have gone into live use?

16.34.6 Are sufficient application and data backups maintained to enable a roll back to an earlier version if recent application changes cause problems? 


	
	

	
	
	
	

	16.35 
	Reliance on key staff 

16.35.1 What steps been taken to avoid undue reliance on individual members of staff?

16.35.2 Are there any individual members of staff whose leaving or illness would significantly reduce, or even stop, the service provider’s ability to provide a full and reliable service to customers?
	
	

	
	
	
	

	16.36 
	What protection is in place to enable users to able to access their accounting and other data if the service provider should experience serious difficulties, cease trading or decide to stop providing the service?
	
	

	
	
	
	

	16.37 
	Do these arrangements include:-

16.37.1 Standby arrangements for another organisation to continue providing the full service?

16.37.2 Minimal arrangements to at least enable customers to access their data for a sufficient period of time to extract data copies, produce reports and make alternative arrangements?

16.37.3 Up to date copy of system documentation, source code, scripts, database schema and procedures lodged with a third party under an Escrow agreement?
	
	

	
	
	
	

	16.38 
	If the system is hosted by another party are there arrangements in place for this third party to continue providing a hosting service in the short term to allow time for customers to negotiate their own arrangements?

16.38.1  If so how long does the arrangement allow?
	
	

	
	
	
	

	16.39 
	Is there a user group or committee in existence with sufficient information and understanding to take the lead in setting up arrangements, should the service provider cease trading or decide to stop providing the service?
	
	

	
	
	
	

	16.40 
	Are there any licence or trading agreements which would become invalid should the service provider go into administration or cease trading?

16.40.1 If so what steps have been taken to protect customers from the impact of this situation arising?
	
	

	
	
	
	

	16.41 
	What payment options are available for using the software / service?
	
	

	
	
	
	

	16.42 
	Where online subscription is used, are the forms used to set-up or renew a subscription clear and straightforward to use?
	
	

	
	
	
	

	16.43 
	Where online payment is used, what type of security is used to protect sensitive information?
	
	

	
	
	
	

	16.44 
	Where online subscription / payment is used, is an invoice provided to the customer and, if so, in what format?
	
	

	
	
	
	

	16.45 
	When subscriptions (if applicable) need to be renewed, what advance notice is provided and what is the time limit for renewal?  
	
	

	
	
	
	

	16.46 
	Is there a procedure for late renewal and is there a time limit after which subscriptions cannot be renewed?
	
	

	
	
	
	

	16.47 
	How soon after creating or renewing a subscription (if applicable) can the system / service be used?
	
	

	
	
	
	

	16.48 
	What notifications / confirmations are provided to the customer regarding subscriptions and payments?
	
	

	
	
	
	

	16.49 
	 To what extent are users able to access their accounting and other data if:-

16.49.1 They miss one or two payments?

16.49.2 They cease being customers?
	
	


17 Reports extra questions for SaaS
	17.1 
	Are reports produced from the same software as the financial applications or is separate reporting software used?
	
	

	
	
	
	

	17.2 
	Does any application software (i.e. other than a web browser or PDF reader) need to be installed on the user’s computer in order to prepare or view the reports?
	
	

	
	
	
	

	17.3 
	Is access to the reporting facilities and data these use controlled by the same procedures as access to the main financial applications?

17.3.1 If it is different explain the user access control facilities available to ensure information is only viewed by users with appropriate authority?
	
	

	
	
	
	

	17.4 
	In what electronic formats are reports produced:-

17.4.1 PDF?

17.4.2 XML?

17.4.3 MS Excel spreadsheet?

17.4.4 CSV file?

17.4.5 As html for viewing in a web browser?
	
	

	
	
	
	

	17.5 
	Are report documents stored on the web server or on the user’s computer?

17.5.1 If report documents are stored on the web server are they secure to ensure only users with appropriate authority can get access?

17.5.2 If reports can be downloaded to the user’s computer are there adequate warnings about the possible dangers of other computers users being able to view the reports and the need to store the documents in a secure storage location?
	
	

	
	
	
	

	17.6 
	For documents viewable in a browser is any data stored on the user’s computer in a web browser cache or temporary file (when viewing the report presented for the browser or for any simplified print layout style options)?

If Yes:-

17.6.1 Is there any protection against other users viewing the report or data on which it is based?

17.6.2 Is it clear on the reports when they were produced and the date of the data on which they are based, so the user can tell whether they are viewing out of date information?
	
	

	
	
	
	

	17.7 
	Are communications between the browser and the server encrypted for any report related communications?
	
	

	
	
	
	

	17.8 
	If reports are produced dynamically each time the user views them can historical reports be reproduced at any time?

17.8.1 Indicate any reports that are not available after a period of time has elapsed, e.g. events such as period end or records have been purged/deleted.
	
	

	
	
	
	

	17.9 
	Can reports viewable in a browser be navigated dynamically by users?  For example:-

17.9.1 Enabling drill down to more detailed information (Please state the extent of drill down/across functionality available).

17.9.2 Altering which columns and rows of data are displayed.

17.9.3 Choosing time periods.

17.9.4 Specifying selection criteria. 
	
	

	
	
	
	

	17.10 
	Can report data be reliably copied and pasted direct from browser viewable reports to an MS Excel spreadsheet retaining any table layout?
	
	

	
	
	
	

	17.11 
	If reports are incomplete, for instance due to a poor Internet connection, is sufficient information provided to enable the user to notice that some of the report is missing?
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