Additional questions for SaaS providers

The ICAEW recommend that potential users undertake relevant financial and suitability due diligence on software and service providers. 
20 Security and continuity of processing - SaaS
	20.1 Are different levels of security provided to control access to the product/service?
	
	

	
	
	

	20.2 What forms of user authentication are supported e.g. user names, passwords certificates, tokens etc?
	
	

	
	
	

	20.3 What is the proposed product/service availability percentage?
	
	

	
	
	

	20.4 Is the service available 24x7 or are there downtime periods for maintenance?
	
	

	
	
	

	20.5 Is a service level agreement offered regarding service availability?
	
	

	
	
	

	20.6 Is the customer made aware of maintenance periods in advance?
	
	

	
	
	

	20.7 Does the product/service require the use of any technologies that may be considered as a security risk? e.g. ActiveX, JavaScript, Cookies.


If so, describe how the user can mitigate this risk.
	
	

	
	
	

	Where the product/service relies upon downloading and running an executable program, has that program been secured with a digital certificate to verify the source and integrity of the program?

	
	

	
	
	

	20.8 Is data for different customers/companies kept:-

20.8.1 On separate servers?

20.8.2 In different databases?

20.8.3 In separate database tables?

20.8.4 In a database with data for other customers and companies using identification codes with each record?


	
	

	
	
	

	20.9 How is it ensured that data for different customers and companies is reliably identifiable and only accessed by authorised users for each customer/company?
	
	

	
	
	

	20.10 Are there any situations where users from one customer/company can work with data from another customer/company?
	
	

	
	
	

	20.11 What are the implications of the Data Protection Act over information held by the service provider?
	
	

	
	
	

	20.12 Does the application software:- 

20.12.1 Require any client software to be installed on the user’s computer?

20.12.2 Work entirely within Internet Browser software on the user’s computer?
	
	

	
	
	

	20.13 Are communications between the user’s computer and the software service encrypted:-

20.13.1 User log in data only?


20.13.2 All data exchanged between user client and software service?
	
	

	
	
	

	20.14 What security steps are taken to prevent and detect intrusion attempts?

20.14.1 Is firewall hardware and software used to protect the live systems from unauthorised access?

20.14.2 Which monitoring software is used to create alerts when intrusion attempts are suspected?

20.14.3 Are designated staff responsible for receiving and urgently responding to these alerts?

20.14.4 Have clear procedures been established for identifying and responding to security incidents?

20.14.5 Is all security sensitive software, such as operating systems and databases, kept up to date with the latest software patches?  Please indicate how regularly updates are applied.

20.14.6 List procedures and software tools in place to prevent or detect and eliminate interference from malicious code, such as viruses?
	
	

	
	
	

	20.15 Is a system log maintained by the service provider that details 

20.15.1 User access

20.15.2 User activity

20.15.3 Error messages

20.15.4 Security violations?
	
	

	
	
	

	20.16 Is this log available to the customer?
	
	

	
	
	

	20.17 Have been any successful unauthorised access attempts been made during the last year?

If Yes:-

20.17.1 What was the effect on the business and users?

20.17.2 What steps are in place to prevent this happening in future?
	
	

	
	
	

	20.18 Is penetration testing regularly carried out by (please indicate frequency of tests):-

20.18.1 Staff specialising in this field?

20.18.2 External specialists?

20.18.3 Are procedures in place to ensure that any weaknesses found by penetration testing are addressed quickly?

20.18.4 If penetration testing by a specialist is not performed regularly, please indicate the main procedures in place to identify weaknesses?


	
	

	
	
	

	20.19 Are security procedures regularly reviewed? Please indicate frequency of reviews.


	
	

	
	
	

	20.20 Are users automatically logged off after a preset time not using the system?

20.20.1 Can the time period be changed?

20.20.2 Can any information be viewed without being logged in, including after logging off, if so what information?
	
	

	
	
	

	20.21 Data validation

20.21.1 To what extent is data input by users validated by scripts or routines in the browser, or other client software, before transmission to the server?

20.21.2 To what extent is data input by users validated by routines running on the server before data files are updated?

20.21.3 Does the above validation ensure that data entered in all input boxes:

· Cannot be longer than a maximum length?

· Cannot contain unaccepted characters such as semi-colons etc?

20.21.4 Are any data files, such as budgets or price updates, imported by users validated by routines running on the server before main data files are updated?


	
	

	
	
	

	20.22 Are system messages clear? 
	
	

	
	
	

	Are user responses properly structured to ensure that erroneous input does not lead to inappropriate actions?
	
	

	
	
	

	20.23 Are all data entries or file insertions and updates controlled to ensure that should part of a data entry fail the whole transaction fails?

20.23.1 Are alerts sent to technical support staff when incidents occur to enable data update problems to be investigated and resolved?

20.23.2 Are messages provided to users clearly explaining whether the data entry or file upload has been processed successfully or not?
	
	

	
	
	

	20.24 Explain the procedures in place to ensure the security of customer data held by the service provider, in particular:-

20.24.1 Procedures to prevent unauthorised access from staff, or contractors, working for the service provider or any other people with access to the service provider’s internal systems?

20.24.2 Is there sufficient segregation of duties preventing system developers from accessing and changing live applications and data files?

20.24.3 Are there sufficient review and approval procedures covering system operations staff when emergency changes need to be made to live applications and data?

20.24.4 Is an audit trail always maintained of these emergency changes?

20.24.5 What procedures are in place when members of staff leave to ensure that their system access is stopped? 
	
	

	
	
	

	20.25 What are the physical controls over the:-

20.25.1 Premises?
20.25.2 Fileservers?
20.25.3 Communications equipment? 
	
	

	
	
	

	20.26 Is Internet communication traffic monitored to identify potential problems before they happen?
	
	

	
	
	

	20.27 What procedures are in place to prevent a break in Internet Connection (at the server, client or in between) from causing data corruption?
	
	

	
	
	

	20.28 Is there a clear indication in the software or accompanying documentation of the extent to which the customer or the service provider is responsible for backups and recovery?
	
	

	
	
	

	20.29 Backups by service provider

20.29.1 Explain the backup procedures applied by the service provider including:

20.29.2 Are backup procedures automatic?

20.29.3 What is backed up and how frequently?

20.29.4 The backup media used for the main backups?

20.29.5 Are backups kept for a sufficient time in case problems, such as data corruption, are not identified until a while later?  Please indicate how long backups are kept before they are overwritten.

20.29.6 Where backups are located and whether there are always at least two up to date backups stored at a different location to the service provider’s main server location?

20.29.7 How frequently backups are tested?
	
	

	
	
	

	20.30 Backups by users

20.30.1 Is it possible for users to download a backup of their own data?

20.30.2 If so, is the downloaded data in a format which can be viewed with relative ease in other software such as PC based spreadsheets or databases? 

20.30.3 Is the user forced or prompted to backup at certain intervals?

20.30.4 Can the intervals be customised?

20.30.5 If sole responsibility for backups rests with users, explain the system, documentation and training support available to ensure that adequate backups are taken and can be used for recovery.

20.30.6 Are there facilities to test recovery with user managed backups?


	
	

	
	
	

	20.31 Are contingency plans in place to enable a quick recovery from:-

20.31.1 Database or application software corruption?

20.31.2 Hardware failure or theft?

20.31.3 Fire, flood and other disasters?

20.31.4 Communication failures?

20.31.5 How often are these plans tested?

20.31.6 What is the longest period of time envisaged that service may not be available?

20.31.7 Are contingency plans documented?

20.31.8 How often are these plans reviewed and updated? 

20.31.9 If transaction records are dated and time stamped are the times used local to the user or based on where the server is located?
	
	

	
	
	

	20.32 Application change management:-

20.32.1 Do application changes automatically apply to all customers and users?

20.32.2 Are users able to test beta versions of the application before new versions go into live use?

20.32.3 Are users given notice before application changes are applied to the live system?

20.32.4 Are there sufficient internal testing and approval procedures applied by the service provider before all application changes are put into live use?

20.32.5 Are users informed when they next login of the application changes that have gone into live use?

20.32.6 Are sufficient application and data backups maintained to enable a roll back to an earlier version if recent application changes cause problems? 


	
	

	
	
	

	20.33 Reliance on key staff 

20.33.1 What steps been taken to avoid undue reliance on individual members of staff?

20.33.2 Are there any individual members of staff whose leaving or illness would significantly reduce, or even stop, the service provider’s ability to provide a full and reliable service to customers?
	
	

	
	
	

	20.34 What protection is in place to enable users to able to access their accounting and other data if the service provider should experience serious difficulties, cease trading or decide to stop providing the service?
	
	

	
	
	

	20.35 Do these arrangements include:-

20.35.1 Standby arrangements for another organisation to continue providing the full service?

20.35.2 Minimal arrangements to at least enable customers to access their data for a sufficient period of time to extract data copies, produce reports and make alternative arrangements?

20.35.3 Up to date copy of system documentation, source code, scripts, database schema and procedures lodged with a third party under an Escrow agreement?
	
	

	
	
	

	20.36 If the system is hosted by another party are there arrangements in place for this third party to continue providing a hosting service in the short term to allow time for customers to negotiate their own arrangements?

20.36.1  If so how long does the arrangement allow?
	
	

	
	
	

	20.37 Is there a user group or committee in existence with sufficient information and understanding to take the lead in setting up arrangements, should the service provider cease trading or decide to stop providing the service?
	
	

	
	
	

	20.38 Are there any licence or trading agreements which would become invalid should the service provider go into administration or cease trading?

20.38.1 If so what steps have been taken to protect customers from the impact of this situation arising?
	
	

	
	
	

	20.39 What payment options are available for using the software / service?
	
	

	
	
	

	20.40 Where online subscription is used, are the forms used to set-up or renew a subscription clear and straightforward to use?
	
	

	
	
	

	20.41 Where online payment is used, what type of security is used to protect sensitive information?
	
	

	
	
	

	20.42 Where online subscription / payment is used, is an invoice provided to the customer and, if so, in what format?
	
	

	
	
	

	20.43 When subscriptions (if applicable) need to be renewed, what advance notice is provided and what is the time limit for renewal?  
	
	

	
	
	

	20.44 Is there a procedure for late renewal and is there a time limit after which subscriptions cannot be renewed?
	
	

	
	
	

	20.45 How soon after creating or renewing a subscription (if applicable) can the system / service be used?
	
	

	
	
	

	What notifications / confirmations are provided to the customer regarding subscriptions and payments?
	
	

	
	
	

	20.46  To what extent are users able to access their accounting and other data if:-

20.46.1 They miss one or two payments?

20.46.2 They cease being customers?
	
	


21 Reports extra questions for Saas
	
	
	

	21.1 Are reports produced from the same software as the financial applications or is separate reporting software used?
	
	

	
	
	

	21.2 Does any application software (i.e. other than a web browser or PDF reader) need to be installed on the user’s computer in order to prepare or view the reports?
	
	

	
	
	

	21.3 Is access to the reporting facilities and data these use controlled by the same procedures as access to the main financial applications?

21.3.1 If it is different explain the user access control facilities available to ensure information is only viewed by users with appropriate authority?
	
	

	
	
	

	21.4 In what electronic formats are reports produced:-

21.4.1 PDF?
21.4.2 XML?

21.4.3 MS Excel spreadsheet?

21.4.4 CSV file?

21.4.5 As html for viewing in a web browser?
	
	

	
	
	

	21.5 Are report documents stored on the web server or on the user’s computer?

21.5.1 If report documents are stored on the web server are they secure to ensure only users with appropriate authority can get access?

21.5.2 If reports can be downloaded to the user’s computer are there adequate warnings about the possible dangers of other computers users being able to view the reports and the need to store the documents in a secure storage location?
	
	

	
	
	

	21.6 For documents viewable in a browser is any data stored on the user’s computer in a web browser cache or temporary file (when viewing the report presented for the browser or for any simplified print layout style options)?

If Yes:-

21.6.1 Is there any protection against other users viewing the report or data on which it is based?

21.6.2 Is it clear on the reports when they were produced and the date of the data on which they are based, so the user can tell whether they are viewing out of date information?
	
	

	
	
	

	21.7 Are communications between the browser and the server encrypted for any report related communications?
	
	

	
	
	

	21.8 If reports are produced dynamically each time the user views them can historical reports be reproduced at any time?

21.8.1 Indicate any reports that are not available after a period of time has elapsed, e.g. events such as period end or records have been purged/deleted.
	
	

	
	
	

	21.9 Can reports viewable in a browser be navigated dynamically by users?  For example:-
21.9.1 Enabling drill down to more detailed information (Please state the extent of drill down/across functionality available).
21.9.2 Altering which columns and rows of data are displayed.

21.9.3 Choosing time periods.

21.9.4 Specifying selection criteria. 
	
	

	
	
	

	21.10 Can report data be reliably copied and pasted direct from browser viewable reports to an MS Excel spreadsheet retaining any table layout?
	
	

	
	
	

	21.11 If reports are incomplete, for instance due to a poor Internet connection, is sufficient information provided to enable the user to notice that some of the report is missing?
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