New Code of Ethics - NOCLAR

NON-COMPLIANCE WITH LAWS AND REGULATIONS

Introduction

The new ICAEW Code of Ethics that takes effect from 1 January 2020 has new sections entitled
‘Non-Compliance with Laws and Regulations’, commonly known as NOCLAR. This guidance
summarises what a member’s key responsibilities are under these new requirements.

Background to NOCLAR

The ICAEW Code is based on the code issued by the International Ethics Standards Board for
Accountants (‘IESBA’), but ICAEW also has some extra material for members in addition to that
issued by IESBA. One example of this add-on material is that for some years the ICAEW Code has
given members’ specific permission to breach confidentiality where the accountant considers it to
be in the public interest. Until the recent introduction of the NOCLAR guidance, the IESBA Code
had no corresponding provision.

The new IESBA Code, which ICAEW has adopted, contains two detailed sections on NOCLAR —
Section 260 for professional accountants in business, and Section 360 for professional
accountants in practice. These sections set out a detailed framework to guide professional
accountants in what actions to take when they become aware of a potential illegal act committed
by a client or employer.

Although the ICAEW Code already allows breaches of confidentiality in certain circumstances,
NOCLAR provides greater detail on when this would apply, and the specific steps to take.
Members should note that any disclosure made under the NOCLAR provisions must meet the
public interest test, or a legal or regulatory obligation to disclose.

ICAEW also has separate guidance on Defaults or Unlawful Acts which applies to a much broader
range of circumstances than the NOCLAR provisions. This guidance will continue to apply and can
be found here.

What are the objectives of NOCLAR?

The key objectives for a professional accountant under NOCLAR are:

« To comply with the principles of integrity and professional behaviour;

« To alert management where appropriate so that they can deal with the consequences of the
non-compliance; or deter the non-compliance if it hasn’t yet happened; and

« To take such further action as appropriate in the public interest.

What kinds of laws and regulations are covered?
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NOCLAR applies to laws and regulations that have a direct effect on material figures in the
financial statements, and other laws and regulations that may be fundamental to an entity’s
business and operations. Clearly inconsequential matters and misconduct of a personal nature are
excluded.

Examples of laws and regulations that would be covered are in the areas of:

o Bribery and corruption;

¢ Fraud (including false accounting, falsification of accounting records);
¢ Insider dealing;

e Money Laundering / Terrorist Financing;

e Financial products and services;

e Data Protection;

e Tax evasion;

e Environmental protection;

e Public health and safety.

Who would be the appropriate authority to report these breaches to?

The appropriate authority will depend on the nature of the matter. For example, the appropriate
authority would be a securities regulator in the case of fraudulent financial reporting or an
environmental protection agency in the case of a breach of environmental laws and regulations.

Whose breaches of laws and regulations are covered?
NOCLAR applies to acts by the following parties:

o Aclient;

e Those charged with governance of a client;

e Management of a client;

e Other individuals working for or under the direction of a client,
¢ The accountant’s employing organisation,

e Those charged with governance of the employing organisation;
¢ Management of the employing organisation; or

o Other employees of the employing organisation.

Who has to comply with NOCLAR?

NOCLAR applies to all professional accountants, but the framework that the professional
accountant must follow depends on which of the following categories they fall within:

e Auditors;

e Other professional accountants in public practice;

o Professional accountants in business, or other non-accountancy organisations;.

e Professional accountants in business who are in senior roles — directors, officers, or senior
employees;
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Professional accountants in public practice must also comply with NOCLAR in the context of their
employment with their firm, so if they encounter NOCLAR by their employing firm, they should refer
to the sections for professional accountants in business.

Those individuals with whom professional accountants may raise NOCLAR matters will also be
directly affected, including those in management positions, or on boards of directors, and
regulators or other public authorities. While non-members are not within the scope of the NOCLAR
provisions, it may be helpful for these wider stakeholders to be aware of the existence of the
provisions.

What does the framework say a professional accountant should do?

If a professional accountant becomes aware of actual or suspected NOCLAR, they must first
establish whether any legal or regulatory obligations are triggered, such as making a Suspicious
Activity Report for suspicions of money laundering. The accountant must also consider any legal
prohibitions on making any further disclosure, such as the laws on tipping off which prohibit
disclosure of the fact that a SAR has been made, if such disclosure could prejudice an
investigation.

Once legal and regulatory responsibilities have been considered, the accountant should take the
following steps based on their role:

AUDITORS

An auditor should firstly raise the matter with management of the client, or those charged with
governance of the client, subject to the legal and regulatory requirements noted above. This is to
clarify the auditor’s understanding of the facts and circumstances of the matter, and its potential
consequences. The auditor should advise management to rectify, remediate or mitigate the
consequences, stop the non-compliance, or report it to an appropriate authority. The auditor should
assess whether the response of management is appropriate and sufficient e.g. has it been dealt
with on a timely basis? Has the matter been adequately investigated? Has action been taken to
stop the non-compliance or to mitigate the risk of it re-occurring? Has it been disclosed to the
appropriate authority?

The auditor should also ensure they comply with applicable auditing standards.

If the auditor considers that management has not taken appropriate action, the auditor should
determine if further action is needed in the public interest. This will depend on various factors
including:

e The legal and regulatory framework;

¢ The urgency and pervasiveness of the matter;

e Whether there is credible evidence of substantial harm to stakeholders;

o Whether there is an appropriate authority to report to;

e Any professional or legal advice obtained,;

e The availability of legal protection for the auditor;

o The existence of actual or potential threats to the physical safety of the auditor or others.
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The auditor must also consider whether a reasonable and informed third party, weighing all the
specific facts and circumstances at that time, would conclude that the auditor has acted in the
public interest in disclosing the non-compliance to the authorities.

ICAEW has issued a framework for members to use to consider whether action is in the public
interest.

If the auditor concludes that it is in the public interest to disclose the NOCLAR, then they must
make disclosure to the appropriate authority, even if not required to do so in law. When making
such disclosure, the auditor shall act in good faith and exercise caution when making statements
and assertions. The auditor shall also consider whether it is appropriate to inform the client of their
intentions before disclosing the matter.

The auditor should consider withdrawing from the client engagement (if the law allows them to
resign). If the auditor resigns from the engagement, they must provide details of the NOCLAR to
the prospective auditors, when responding to a professional enquiry. This disclosure must be made
regardless of whether the audit client has given permission for the auditor to discuss their affairs
with the prospective auditors, subject to any legal restrictions.

PROFESSIONAL ACCOUNTANTS IN PRACTICE OTHER THAN
AUDITORS

If a practising accountant who is not an auditor identifies or suspects NOCLAR, they must first
raise it with management of the client, or those charged with governance of the client, subject to
the legal and regulatory requirements noted above. If the client is an audit client, the accountant
must take steps to communicate the NOCLAR to the audit team, usually the engagement partner.
If the client is not an audit client, the accountant should consider informing the external auditor of
the client if applicable.

The accountant should then consider whether any further action is needed in the public interest,
e.g. disclosing the NOCLAR to an appropriate authority, or resigning from the client relationship.
Whether such a disclosure is in the public interest will depend on various factors. These are
outlined above in the section for auditors. If the accountant concludes that it is in the public interest
to disclose the NOCLAR, then they must make disclosure to the appropriate authority, whether or
not the law requires them to do so. When making such disclosure, the accountant shall act in good
faith and exercise caution when making statements and assertions. The accountant shall also
consider whether it is appropriate to inform the client of the accountant’s intentions before
disclosing the matter.

For full details of the NOCLAR responsibilities for a professional accountant in practice
please see section 360 of the Code of Ethics.

NON-SENIOR PROFESSIONAL ACCOUNTANTS IN BUSINESS

The responsibilities of a non-senior professional accountant in business (‘non-senior accountant’)
are more basic than those for a senior accountant (detailed below). The non-senior accountant
must escalate their concerns of NOCLAR to their immediate superior, or the next highest level of
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authority within their organisation. If they are concerned that their superiors are complicit in the
NOCLAR then they should use any established internal whistle-blowing mechanism.

The non-senior accountant must then determine if further action is needed in the public interest, in
light of the action taken by their superiors, or those charged with governance. In exceptional
circumstances, the non-senior accountant may determine that disclosure to an appropriate
authority should be made in the public interest. The nature and extent of any further actions will
depend on various factors:

e The legal and regulatory framework;

e The urgency and pervasiveness of the matter;

¢ Whether there is credible evidence of substantial harm to stakeholders;

o Whether there is an appropriate authority to report to;

e Any professional or legal advice obtained,;

¢ The availability of legal protection for the non-senior accountant;

e The existence of actual or potential threats to the physical safety of the non-senior
accountant or others.

The non-senior accountant must also consider whether a reasonable and informed third party,
weighing all the specific facts and circumstances at that time, would conclude that the non-senior
accountant has acted in the public interest in disclosing the non-compliance to the authorities.

ICAEW has issued a framework for members to use to consider whether action is in the public
interest.

If the non-senior accountant concludes that it is in the public interest to disclose the NOCLAR, then
they must make disclosure to the appropriate authority, even if not required to do so in law. When
making such disclosure, the non-senior accountant must act in good faith and exercise caution
when making statements and assertions.

SENIOR PROFESSIONAL ACCOUNTANTS IN BUSINESS

A senior professional accountant in business (‘senior accountant’) is an individual who holds the
position of director, or officer, or who is a senior employee with the ability to make decisions about
acquisition, deployment and control of an entity’s resources. There are greater expectations on
senior accountants to take action in response to non-compliance than other professional
accountants in business, because of their role and influence within the organisation

A senior accountant must fulfil their professional responsibilities in relation to NOCLAR. This
means that they must:
e Understand and comply with laws and regulations;
e Seek to deter commission of NOCLAR,;
e Raise any matters they identify with their superiors or those charged with governance;
e Take action to rectify/remediate/mitigate the consequences of non-compliance;
e Determine whether to alert the external auditor.
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A senior accountant must then determine if further action is needed in the public interest, in light of
the action taken by their superiors, or those charged with governance, such as the board. The
nature and extent of any further actions will depend on various factors:

e The legal and regulatory framework;

e The urgency and pervasiveness of the matter;

¢ Whether there is credible evidence of substantial harm to stakeholders;

o Whether there is an appropriate authority to report to;

e Any professional or legal advice obtained,

¢ The availability of legal protection for the senior accountant;

e The existence of actual or potential threats to the physical safety of the senior accountant
or others.

The senior accountant must also consider whether a reasonable and informed third party, weighing
all the specific facts and circumstances at that time, would conclude that the senior accountant has
acted in the public interest in disclosing the non-compliance to the authorities.

ICAEW has issued a framework for members to use to consider whether action is in the public
interest.

If the senior accountant concludes that it is in the public interest to disclose the NOCLAR, then
they must make disclosure to the appropriate authority, even if not required to do so in law. When
making such disclosure, the senior accountant must act in good faith and exercise caution when
making statements and assertions.

The senior accountant should consider whether they also need to take any other course of action,
which could include:

e Informing the parent company of their organisation, if applicable.

¢ Resigning from their employment relationship.

For full details of the NOCLAR responsibilities for a professional accountant in business
please see section 260 of the Code of Ethics.

DISCLOSURE WITHOUT REPORTING TO MANAGEMENT

NOCLAR permits a professional accountant (whether in practice or business) to make disclosure
to the appropriate authority without first reporting the matter to management, but only under
exceptional circumstances. Typically there must be reason to believe that there will be an imminent
breach of law or regulation that would cause substantial harm to stakeholders

DOCUMENTATION

Auditors who identify NOCLAR must document how management or those charged with
governance have responded to the matter. Auditors must also document the course of action
taken, the judgements made, and the decisions taken. Auditors must also document how their
responsibility to act in the public interest has been met.
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While documentation is not a requirement for other professional accountants dealing with their
responsibilities under NOCLAR, it is encouraged that they document the matter, the results of
discussions with management, the courses of action they have considered, any professional or
legal advice they have taken, and how they are satisfied they have fulfilled their responsibilities.

If in doubt seek advice

ICAEW members can discuss their specific situation with the Ethics Advisory Service on +44
(0)1908 248 250 or e-mail ethics@icaew.com. Members in the UK can also consider consulting the
charity “Protect” who advise on whether a disclosure could qualify for protection under the Public
Interest Disclosure Act.
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