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Fraud Pledge

Sign the pledge

My charity pledges to work actively to prevent fraud

wherever it might occur in our organisation.

In making this pledge we promise to:

1. Appoint

a suitable person (staff member,
volunteer or trustee) to champion
counter fraud work throughout
our organisation.

&. Create

a written fraud policy and share it
regularly — with staff, volunteers
and trustees - so that everyone
understands what fraud is and
how they can help prevent it.

2. Ensure

that all our trustees are aware of
their legal duty to protect the
charity's assets.

5. Perform

checks on the individuals and
organisations with whom we have
a financial relationship.

WE PLEDGE
TO TACKLE

FRAUD

3. Consult

with staff, volunteers and trustees
to identify the types of fraud that

threaten us and the ways we can

prevent them.

6. Assess

each year how well our fraud
controls are working, taking into
account new risks and making
improvements as needed.

can. DO 1his.




The Current Fraud Landscape

Fraud accounts for more than a third of all crime

* 65% of charities fear for their financial security over the next 6 — 12 months.
* 65% of charities think the pandemic has increased their risk of fraud.

« Whistleblowing reports to the Charity Commission have increased by 75%
over the past year.

« Common frauds experienced by charities include payment diversion, theft of
cash/assets and phishing emails.



ICAEW Support and Guidance

Fraud Advisory Helpline

and ransomware

Technical Advisory Services helpsheets
Fraud risks, recovery and reporting webinar

ICAEW insights podcast on charity fraud

Risk, fraud and advisory hot topics

Fraud

RISKS, RECOVERY AND REPOK
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This helpsheet has been ssued by ICAEWS Fraud Advisory Helplin to help ICAEW
practice members, to highlight to clients, some of the possible routes to redress when their

client has baen & victim of fraud,
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INTRODUCTION

This helpshest has been issued by ICAEWs Fraud Advisory Helpline to help ICAEW
practics mambars to navigats soma of the issues that may arise if they find that thay have
been victims of fraud

Members may also wish to refer to the following related helpshasts and guidance:

» The ICAEV
« CCAB- Phis

Fraud Advisory Helpline
. er Fraud

Scenario 1 - Spear phishing
A member firm has recently processed a request from a chent to pay 2 tax refund, currently
held in the client account, to  different bank aceount than usual It has since been
discovered that the correspandencs was fraudulent and the dlient has no knovdedge of the
request

“The firm has bean the victim of ‘spear phishing’, the fraudulent practics of sanding emails
that appear 1o be ffom 3 trusted source in an attempt to instal malvare, extract canfidental
data or, as in thes case, Gominge the racipent to transfar funds.

Ifthe cliont is ot already aware, they shauld be informed of what has happened as seon as
possible.

The firm should alsa chack its Pil (Profassional Indemadty Insuranca) documantation as it is
likely that its insurer will require information about a potential claim as so0n 8 possibe.

Since the business has information about a crime with proceeds it will have an obligation to
make a suspicious activity repont (SAR) to the Mational Crime Agency (NCA). See further
guidance on SARs. Whilst it might appear as though the firm has very litie information abut
the suspect it will have the details of the account to which it was asked to send the money,
a5 well a5 an emall address (depending on how advanced the sponfing was).

The firm also needs to consider whether it needs to repont a reckless braach of Clent Money
Regulations to ICAEW. This will dapend on tha facts and circumstances associated with the
deception and the policies, procedures and controls in piace at the firm

Read further guidance on preventing and responding o Phishing attacks, writen by the
National Cyber Security Centre (NCSC)




We can do this.

Charity Fraud
Awareness Week 2021
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